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Network transformations will be required if operators are to
meet the demands of 5G and IoT services and create new business
models. The intelligence and visibility provided by DPI - embedded
through the network and aligned with security and traffic
optimisation elements - can underscore those transformations.

How DPI
enables the
IoT network
of the
future
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he advent of the Internet of Things
offers a unique opportunity for
telecommunications operators to
transform their business model.
Operators in many markets have seen core
service revenues flatten or decline in recent
years, and margins are threatened as network
operators compete with service offerings from
internet-based providers. This is why the IoT
and 5G have been seized as a new departure by
the industry, for their potential to transform
business models, not just as a technical
exercise. This transformation could see
operators change from the traditional service
provider/customer transactional model to one
in which they monetise a smart network that is
provided as a platform to vertical industries.
Driven by deep analytics capabilities, this smart,
programmable network provides security,
service and IoT platforms and assured
connectivity to a far wider number and variety of
customers than currently. The development of
this next generation network will be enhanced
by 5G, with smart radio and cellular networks
that are capable of supporting a multitude of
device and service types over a unified air
interface.
The potential of this transformation is
that vertical industries could self-provision
services to guaranteed service levels, that new
services and applications can be designed and
configured by service providers with access
to IoT analytics engines, and that operators
themselves derive new revenue streams
and avenues.

T

To achieve this potential transformation of
their business model, operators are faced with
a number of challenges that all stem from one
fact: the demands that the IoT will place on
the network are very different from the current
network operating environment.

MASSIVE SCALE

The most obvious change is one of scale.
Predictions as to the number of connected
devices have varied wildly and some, such as
the famous Ericsson prediction of 50 billion
IoT devices by 2020, have been significantly
downgraded. However, there remains
widespread agreement that the number of
connected Things will run into the many billions
by the mid-2020s. This includes those devices
connected via near field technologies such as
Bluetooth, Zigbee and WiFi, as well as those
attached to fixed and to wide area cellular
connections. If the required business model
transformation is to happen, then network
platforms will need to be able to apply analytics,
security policies and service logic at far greater
scales than previously. Not only that, but in
per-device terms, they will need to do so at
much more efficient cost structures than current
networks can support.

of entities than currently - with many accessing
the network via private gateways. Some will
be self-provisioned by enterprises, some
embedded into other devices and managed
by service providers, others will come under
the direct control of mobile operators. The
on-boarding and management of devices will
be far more dynamic and de-centralised than at
present and, crucially, far less predictable. At the
moment, operators can control the distribution
and connection of SIM-based devices to their
networks. The transformed business model
relies on the ability of ecosystem players to
deploy devices that then connect to the network
in a self-service, automated manner. This means
the operators must react to service demand in a
dynamic manner, in realtime.

MASSIVE DIVERSITY

The second challenge is that the IoT will present
operators with a far more diverse service
environment than the current services of mobile
voice, messaging and broadband. IoT devices
will be owned and controlled by a wider range
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Not only will the deployment means and
ownership of devices become more diverse, but
the devices themselves will present a far more
diverse service and usage profile to the network.
Some devices, such as embedded sensors
and smart meters, will require incredibly long
battery life, operate at very low power and send
small data amounts infrequently. Some, such as
connected video cameras or display boards, will
require higher bandwidth connections. Others,
such as industrial alarm sensors and those
embedded in connected cars, will require very
low system latency. There will also be a category
of devices that places a far greater requirement
on security, both physical and in cyber terms,
than operators are currently faced with. These
devices may be system or life-critical, and may
need to be tamper proof as well as unhackable.
The diversity that is created encompasses
device type, the usage profile that connected
devices will present to the network, the security
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parameters that need to be applied to devices
and services, and device connectivity itself. All of
this diversity must be serviced in the network at
unprecedented scale.
This means that networks must be built
and designed in a different way to meet these
challenges. To cope with this - networks must
be managed more efficiently than currently.
There will be new demands on the
management of network elements, service
quality and security. Operators must have the
ability to monitor and manage service quality
levels, collecting and analysing IoT data and
treating it in a manner that is dependant on
the use case. And they must be able to do this
in realtime.

NEW NETWORK ARCHITECTURE

That is why operators are exploring the
economic and operational efficiencies of
virtualisation and softwarisation of the network.

The Software Defined Network (SDN) and
Network Functions Virtualisation (NFV) combine
in an architecture that is intended to create a
programmable network that can meet these
new scale, diversity and security demands.
The new network architecture achieves this
by separating the control and data plane to
allow for programmable and flexible control
of the network, with SDN controllers fed by
data looped back from the network. Virtualised
network functions, such as routers, firewalls and
gateways, can be dynamically scaled up and
down in virtualised instances, and deployed to
meet demand. SDN-NFV creates the potential
to configure, on an automated basis, service
chains across the network, with auto-configured
security and QoS parameters on a “per slice”
basis. For the IoT, this offers the ability to deliver
per-service quality parameters and deal in
a flexible manner with the non-uniform and
dynamic demands that are placed on network
resources.
To enable this degree of automation and
flexibility, and ultimately the end-goal of
business model transformation, it will be
necessary to have full visibility into the network,
including into application layer data. One way
that this can be achieved is by deploying DPI
through the network to provide application
classification where it is required. DPI engines
can feed realtime information to SDN and NFV
network management systems based on either
Layer 2-4 packet data or full Layer 4 to 7 packet
capture from physical or virtual probes and
appliances. This will mean that SDN/NFV control
decisions can be based on data that gives full
visibility of the applications being served by
the network. The DPI engine can be embedded
across the network to enrich different network
functions and elements while gathering deep
insights from different network layers.
Embedded DPI in the 5G-IoT network gives
operators the ability to optimise the routing
decisions that controllers take in the network by

defining application layer information that can
be used to make the best traffic optimisation
decisions. The drive to more automated,
programmable, decision-making in the network
can be enriched by embedded DPI functionality
placed across the network, for example on
the IoT gateway, and even on devices such as
(wireless) routers and switches, because it will
be smarter to take some networking decisions as
near to the user as possible to maximise Qualityof-Experience (QoE) and bandwidth utilisation.

MULTI-LAYER SECURITY

As we have seen, taking advantage of the IoT and
5G business model revolution will place new
demands on operators in terms of being able to
ensure device, service and application security.
The only way to meet this challenge will be to
build security into the application environment
itself, with different slices across the network
carrying different security parameters. The
way to enable this is by deploying DPI at the
aggregation layer - combining application level
intelligence with firewall based solutions so that
operators can both understand, in realtime,
the security demands of the application hitting
the network, but also apply those security
parameters. However, building a network with
billions of new devices that are connected
via a host of gateways, routers and switches
that, in turn, provide access to and from the
network, means that you are introducing a new
security structure to protect the network and
the integrity of the data traversing the network
against external threats. This requires a very
different type of security, because many of the
connected devices connect and disconnect
only fleetingly. Therefore, load balancing and
meeting demand becomes much more dynamic
and tracking individual devices on the network
becomes more difficult. It simply will not be
possible to react and respond to this dynamic
world by deploying traditional firewalls at every
gateway, provisioned to maximum demand

This gives an opportunity
to define security within
5G and IoT from the start,
before the network
platforms are mature.
and conditioned to meet only known threats.
Instead, embedded DPI in the network can
exist as part of an advanced threat detection
capability that can detect and alert the network
to unvalidated or anomalous behaviour.
These advanced threat detection platforms,
fed by DPI probes in the network, mean that
the IoT service platform itself is immune from
security threats. Nor does the introduction of
DPI analysis into the network necessarily impact
on performance. Low memory consumption DPI
engines are fully passive with a throughput of
up to 9 Gigabits per-second, per-core, meaning
that with a DPI-enabled firewall you can add
security in the wire. Clearly, this requires the
best-performing solutions in terms of CPU
and memory utilisation, so that operators can
achieve the tens of Gbps levels that they need to
meet 5G and IoT use case demands.

NEW SECURITY ARCHITECTURE

The enrichment of firewalls with embedded
DPI to create a new, advanced threat detection
environment will go hand in hand with another
trend that is enabled via DPI - the deployment
of DPI-enabled security in a multi-layer manner
across the network. For example, some very
small devices will be very constrained in terms
of memory, meaning they will require access
to cloud-based IoT analytics platforms and
security capabilities higher in the network. In
some instances, it will be necessary to place this
capability nearer to the device, on the edge of

the network. Multi-layer security also provides
a redundant security architecture that can work
so that even in the event that any particular
layer may be broken there is no single fail point
for security in the network. Standardisation at
the IoT platform level is at an early stage and
network operational software for NFV-SDN is far
from mature. This gives an opportunity to define
security within 5G and IoT from the start, before
the network platforms are mature. Additionally,
special attention should be paid to the millions
of brownfield environments that become
connected to the internet and are not well
prepared to deal with the security challenges
associated with connected devices. DPI-enabled
infrastructure that enables application layer
decisions to be made around security, network
management and optimisation can contribute to
jumpstarting the multi-layer, intelligent, secure
network of the future.
DPI allows network equipment to not just
detect applications within network traffic but
to understand semantically communication
protocols in order to detect behavioural
anomalies and hacking attempts.

CONCLUSION

5G and the IoT will bring with it an opportunity
for operators to transform business models,
opening up new revenues from industry verticals
and partners. This model will rely on the ability
of operators to provide network and security as
a service, with defined QoS levels. In turn, this
will place new demands on the network, as 5G
and the IoT brings new orders of magnitude
in terms of scale and diversity, and critical
safety and security demands. Only network
transformation, underpinned by SDN and NFV
can economically meet these demands in the
long term. Embedded DPI can enable and enrich
the security, operational and analytics elements
that will make up the new network. DPI will
be critical to the future success of 5G and IoT
business models.
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THE DPI-ENABLED IoT network
CPE

The IoT will place new demands on network security architecture and operations. Application classification, embedded
across the network, can enable a new security architecture for the IoT, as well as deliver real-time information to SDN
and NFV network management systems. Deployed across the network it adds up to a secure, flexible, future IoT network.
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Build the network of the future with
the best performing DPI on the market
Get full traffic visibility in real-time
with the market-leading Protocol
and Application Classification Engine
R&S®PACE 2. This high-performance
DPI engine comes with the lowest
memory footprint and is optimized
to run in virtualized environments.
Additionally, it ensures establishing a
secure, reliable and efficient network.
Find out how embedded DPI can help
you develop the intelligent network of
the future.
https://ipoque.com/solutions

