Rohde & Schwarz showcases new OEM cybersecurity
software IP probe at RSA Conference 2020
The DPI-powered network probe R&S®Net Sensor OEM is designed to equip cybersecurity
solutions with real-time visibility of network traffic to access, aggregate and analyze network
data in order to detect and mitigate cyberthreats. R&S®Net Sensor OEM will be demonstrated
for the first time at the RSA Conference in San Francisco in the German Pavilion section at the
Rohde & Schwarz booth 5671 (North Expo) from February 24-28.
Leipzig, Germany, February 21, 2020 — ipoque GmbH, a Rohde & Schwarz company providing
market-leading deep packet inspection (DPI) software, today announced the demonstration of their
recently launched cybersecurity software IP probe R&S®Net Sensor OEM at the RSA conference in
San Francisco. Designed with unique flexibility, scalability, open APIs and optional data export
functions, R&S®Net Sensor OEM meets the demands of cybersecurity vendors by providing real-time
visibility of network traffic including information on used network applications, protocols, data usage
of subscribers and network devices regardless of encrypted traffic, obfuscation or masquerading (e.g.
network address translation (NAT) or tethering). This way, cybersecurity solutions such as security
information and event management tools (SIEM) can be extended by running their own data
processing such as anomaly detection and complex correlation to detect security threats in real time.
SIEM, for example, are a crucial part of modern network security architectures. However, unlike many
other cybersecurity tools, SIEM solutions do not directly work to stop cyberattacks. Instead, SIEM
solutions collect information about security events on the network to generate alerts or instruct other
security controls to take a pre-set action. SIEM solutions can be invaluable for automating security
incident responses. The challenge is in managing SIEM solutions to eliminate false positives and sort
through the massive amount of data they supply quickly and efficiently. SIEM solutions typically only
get default Syslog messages from the standard server applications but are oblivious to any other
applications used within an enterprise network, including bring your own devices (BYOD) but also
deep visibility behind NATing devices such as WLAN routers.
R&S®Net Sensor OEM has a strong core that provides deep packet inspection (DPI) and fast packet
processing to offer real-time reports on the entire network and its subscribers. This way, SIEM vendors
can obtain real-time visibility into both plain and encrypted network traffic, as well as information on
traffic KPIs. Weekly signature updates ensure that traffic classification is always up to date. User and
control plane correlation allows resolving network data at the subscriber level and gaining insights into
subscriber behavior for analytics use cases. Additionally, R&S®Net Sensor OEM tracks 100% of all IP
communication in real time, providing outstanding performance.
R&S®Net Sensor OEM and the OEM DPI software R&S®PACE 2 will be demonstrated at the RSA
Conference in San Francisco in the German Pavilion at the Rohde & Schwarz booth 5671 (North
Expo) from February 24-28. Additionally, Rohde & Schwarz Cybersecurity will also be part of the
Rohde & Schwarz booth, offering network, endpoint, application and cloud security solutions. This
year’s focus will be on the award-winning cloud security solution R&S®Trusted Gate, which
encompasses secure collaboration in the cloud on platforms such as Microsoft Office 365™ and
secure data exchange regardless of the infrastructure used. The data-centric approach to securing
confidential information protects companies from cyberattacks, data theft and manipulation.
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ipoque
ipoque, a Rohde & Schwarz company, is a global leader in network analytics software for the
communications industry. We leverage our deep domain expertise to create software solutions that
empower customers to transform data into intelligence. Find out more at www.ipoque.com.

Rohde & Schwarz
Rohde & Schwarz is a leading supplier of solutions in the fields of test and measurement, broadcast and
media, aerospace | defense | security and networks and cybersecurity. The technology group's innovative
communications, information and security products help industry and government customers ensure a
safer and connected world. On June 30, 2019, Rohde & Schwarz had 12,100 employees. The independent
group achieved a net revenue of EUR 2.14 billion in the 2018/2019 fiscal year (July to June). The company
is headquartered in Munich, Germany, and has subsidiaries in more than 70 countries, with regional hubs
in Asia and America.

R&S is a registered trademark of Rohde & Schwarz GmbH & Co. KG.
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